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Abstract
EVALUATING SOCIAL MEDIA AS A MEDIUM OF PRIVATE COMMUNICATION
THROUGH STEGANOGRAPHIC IMAGES
Kendall Coles
Social media is a vastly used communication tool with billions of users worldwide. These social
networks provide users the ability to share their ideas and thoughts through the messages, videos,
and images that they post. The images that are shared can possibly be embedded with private
messages through the use of a steganographic tool. The messages are embedded in a fashion that
doesn’t change the visual appearance of an image. This allows for these types of images to hide
in plain sight, which creates the possibility of someone communicating privately in a public
social media setting. This project proved how that it is possible, with an experiment that tested
the image stego tools DIIT, Steghide, OutGuess, and ExifTool on Reddit and Twitter, using a
method developed for sharing steganographic images to social media websites.
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1. Introduction
Steganography is the practice of hiding data within other data. The hidden information itself is
usually concealed in a fashion that is undetectable. The purpose of steganography is to provide
secret communication between two or more parties or hide the transmission of private data. The
different types of steganography include network, image, audio, video, and linguistic. Therefore,
the embedded message itself or carrier of the embedded message can be a text, image, video, or
audio file. Image steganography uses a cover image as the carrier of the secret data. There are
many free tools available for download online (some examples are included in table 6) that can
be used to create this type of steganography (stego images). Once these images are produced,
they can be shared online to online to popular social media websites like Facebook and Twitter,
allowing for mass distribution of a message. Since plenty of photos are posted on social media
each day, stego images can blend in with normal images. This makes social media an attractive
medium for this method of private communication [1][2].
In this paper, an established method [1] for posting image steganography on social media
websites will be further tested for its effectiveness. [17]
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1.1 Structure of Paper
In section 2 of the paper, background information related to steganography is discussed. Section
3 covers the related works that have been completed in the past relating to social media and
steganography and it also discusses my planned contributions. Section 4 includes the problem
statement, which explains the purpose of the research. Section 5 details the pilot experiment and
its results. Section 6 details the experiment conducted after the pilot experiment and its results
are discussed in section 7. Section 8 describes the threats to validity of making a correct
conclusion. The conclusion and future works are in sections 9 and 10. Lasty, the references used
are included in section 11.

2. Background Information
2.1 Definitions
Steganography - The practice of hiding data within data. Data can be an image, message or
file[5]
Stego - Short for steganography
Stego Tool - Tool used to create steganographic images
Stego Image - Image that contains embedded data
Cover Image - Image that is used to create steganographic image
Pixel (Picture Element) - A digital image is comprised of pixels. In an RGB color space, there
are three bytes per pixel
Bit - 0 or 1
Byte - 8 bits
JPEG (Joint Photographic Experts Group) - A computer file format for the lossy compression
and storage of digital images [12]
PNG (Portable Network Graphics) - A computer file format for the lossless compression of
digital images
LSB (Least Significant Bit) - The bit farthest to the right, holding the least amount of value in a
binary number
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Metadata or EXIF Data (Exchangeable Image File Format) - Descriptive information that is
embedded in an image. Examples include make and model of the camera that took the photo
DIIT - Digital Invisible Ink Toolkit
Chrominance - Color of pixel
Luminance - Brightness of a pixel

2.2 Digital Images
2.2.1 JPEG / JPG
JPEG is a commonly used image file format that utilizes lossy compression.
Lossy compression is a data encoding method that allows for some details to be approximated
and some partial data to be discarded. This makes it possible to reduce the size of an image
without a noticeable change in its appearance, which is beneficial for storage and transmission of
images. The tradeoff is showcased in figure 1, with the quality of the image being directly related
to the amount of reduction or information loss. JPEGs have been shown to be able to use 10:1 to
20:1 compression ratio without any major visual difference [14]. The best compression ratio
overall is 10:1 since it is able to produce images that preserve visual image quality [14].

Figure 1: Example of Lossy Compression [13]

The JPEG compression process takes 6 steps if the image is in a RGB color space (3 bytes per
pixel). The first stage converts the image from a RGB color space to YCbCr space, which
separates the luminance and chrominance or each pixel. The image is then down sampled and
split into 8x8 blocks of pixels. In the next stage a Discrete Cosine Transform is applied to each
block. The quantization stage then occurs (where lossy compression takes place). Lastly entropy
coding is used to produce a JPEG image [20].
3

In the quantization step, the device or software that is producing the image will use a set of
commonly used quantization tables(most images have 1-4 tables). These tables contain 64
values(8x8) that range from 0-65,535. The lower the value the less amount of data loss. The
quantization tables (published by Independent JPEG Group) contain a table of values that are
regularly used. These are also are scaled by a certain quality factor (ranging 0-100), that affects
the quality of an image. These tables can be used to identify the type of camera or software that
was used to create a particular image [20].

2.2.2 PNG
PNG is an image format that uses lossless data compression. When an image is reassembled
using lossless compression, the quality does not change. This method of compression can be
used for important data files that cannot be approximated (high quality audio files for example).
PNGs also can usually have compression ratios from 1.5:1 to 3:1 [23].

2.3 Cryptography versus Steganography
Cryptography is the practice of encoding and decoding messages through the use of codes and
keys. [15] When it is used a cipher text is produced using a particular algorithm. The cipher text
can only be decoded back to the original text if the receiver of the message knows the algorithm
that was used. Cryptography is used for secure network communications, disk encryption,
authentication, and data integrity checking.
A simple example of a cryptography algorithm is the ROT13 cipher (pictured in figure 2). Let’s
say two parties were trying to exchange a secret message or passphrase using this cipher. The
transmitter wants to send the message “Let’s Go Mountaineers”. The cipher text would then be
“Yrg’f tb Zbhagvnarref”, which is unintelligible [8]. (in a realistic scenario this would be a
relatively easy cipher to decrypt). Before the message is sent, the transmitter informs the receiver
of what algorithm is being used. The receiver of the message can use this knowledge to retrieve
the secret message [17]. In ROT13, which is a substitution cipher, the alphabet being used is
shifted a certain number of places. In this case the alphabet is shifted 13 places, meaning every
occurrence of “A” is replaced by “N”, and every occurrence of “B” is replaced by “O”, and so on
[8].
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Even if the communication was intercepted in the process of being sent and received, the outside
party would still have to figure out what cryptography algorithm is being used, which can be a
difficult process. Some algorithms like AES (Advanced Encryption Standard), RSA (RivestShamir-Adleman), and Twofish are almost impossible to decrypt even if the outside party knows
they are being used.

Figure 2: ROT13 Cipher Example [8]

One major difference between cryptography and steganography is that steganography hides the
fact that secret communication is taking place. In steganography the cover file that has the
embedded message appears to be normal. This allows secret messages to be transmitted in plain
sight. Cryptography, on the other hand, only encrypts the secret message, as it does not hide any
act of communication. Steganography and Cryptography can both add another layer of protection
to their private message by using multiple layers of different algorithms. For example, in
steganography the embedded secret message can also be encrypted with a cipher. In
cryptography, the cipher text can be encrypted again using another cryptography algorithm.

Figure 3: Multiple Layer Cryptography Example [8][16]

2.5 Image Steganography Techniques
2.5.1 Spatial Domain

5

This technique usually modifies the LSB of multiple pixels to hide secret messages [10]. These
minor changes to pixels are not easily recognized by the human eye. This is one of the least
complex methods used [2][17].

Figure 4: LSB Method Example [26][28]

2.5.2 Frequency Domain
This technique modifies the LSBs of discrete cosine transform coefficients [2]. Discrete cosine
transform represents an image by a sum of varying cosine functions [11][17].

2.5.3 Structure Based
This method usually hides data by modifying an image’s EXIF data [2][17].

2.5.4 Steganography Example
As discussed before, stego images have the ability to hide in plain sight. Figures 5, and 6 show
how that idea is possible. Although figure 5 and 6 appear to be the same image visually, figure 5
is a normal image, and figure 6 is a stego image with the message “Let’s go Mountaineers!”
embedded as a text file. The stego image was created using the Digital Invisible Ink Toolkit with
the BattleSteg algorithm. It’s a free tool available for download online [9], and it used in the
experiment and discussed in more detail in section 6.1.
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Figure 6: Stego Image [22]

Figure 5: Cover Image [22]

Table 1: Image Metadata

Figure

Dimensions

File Size

MD5 Hash

5

427 x 640 pixels 115 KB

2cd08a7b1f57182258a39cac54eec955

6

427 x 640 pixels 569 KB

23a58f4b5a873dc9ba8a48dbc1996cc1

As seen in the table there is a major discrepancy between the image’s sizes and their generated
MD5 hashes. Generating hashes is a great way to check the integrity of a file. If there is a change
in the file, hash of the file will change [17].
Another example of steganography involves hiding invisible text onto images. The text can only
be made visible by changing filters and color schemes with a tool such as GIMP or StegSolve.
This tactic is usually used to add hidden watermarks to images.

2.6 Social Media Statistics
One of the reasons that social media appears to be an attractive medium to share steganographic
images is its volume of active users. The amount of activity from these users makes it more
difficult to discover that steganography is being used. A study conducted in 2020 revealed
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amount of social media activity that occurs in in just one minute (summarized in table 2). Most
of the activity revolves around instant messaging and streaming content, but many image uploads
and user engagement occur as well. [18]
Table 2: Internet Usage in a Minute [18]

Activity
Messages shared by WhatsApp Users
People Engaging with Reddit Content
Stories posted by Instagram Users
Messages Shared by Facebook Users
Photos uploaded by Facebook Users
Clicks on business profile ads on
Instagram
Tik Tok Installs
Hours of video uploaded by YouTube
users

Amount per minute
41,666,667
479,452
347,222
150,000
147,000
138,889
2,704
500

In 2021, there was another study conducted to find the most popular social media networks in the
world. It revealed that Facebook is still the most popular social network with YouTube in
second [4].
Table 3: Social Networks Ranked 1-17 [4]

Rank

Social Network

Active Users
in Millions

1

Facebook

2740

2

YouTube

2291

3

WhatsApp

2000

4

Facebook Messenger 1300

5

Instagram

1221

6

Weixin / WeChat

1213

7

Tik Tok

689

8

QQ

648

9

Douyin

600

8

10

Sina Weibo

511

11

Telegram

500

12

Snapchat

498

13

Kuaishou

481

14

Pinterest

4420

15

Reddit

430

16

Twitter

400

17

Quora

353

3. Related Work
3.1 Evaluation of Impact of Image processing on Stego Images
Each social media network is perceived to have its own image processing method. In 2014, an
experiment was conducted by multiple researchers [2] to the find the impact of image processing
on certain steganography techniques used by different tools. Since the details of the image
processing techniques used by social media websites were not available at the time, the results of
the study provided some insight on those methods. In their study, they tested the stego tools
GhostHost, Steghide, OutGuess, F5, and Yass on Facebook, Flickr, Google+, and Twitter.
Performance of the use of tool and social media was based on if the extracted message matched
the original embedded message. Key takeaways from the results are in each subsection below
[2].

3.1.1 Facebook
Some metadata fields (EXIF data) were removed, and other were found to be overwritten. Since
GhostHost uses metadata in its data hiding algorithm, it did not perform well. The researchers
also found the usually more than 60 percent of the pixels remained the same, and the other pixel
values were modified (with the maximum deviation from the original value being 30). The value
changes could have been due to JPEG lossy compression, which is speculated to be used by
Facebook [2]. Also, image dimensions that are larger the 2048 pixels are resized, which means
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that tools like Steghide, that rely on pixel byte manipulation did not work. It was also found that
Facebook used a quality factor of 75 for images most of the time.

3.1.2 Flickr
Some metadata fields were removed and other were overwritten like Facebook. Flicker also uses
a quality factor of 96 for luminance and chrominance. Flickr and Facebook had very similar
image processing making their performance similar as well.

3.1.3 Google+
Stego image integrity was preserved by Google+ if their dimensions were smaller than
2048x2048 pixels. All stego tools tested with that constraint were successful.

3.1.4 Twitter
Some metadata fields were removed, and others were overwritten like Facebook and Flickr.
Also, the stego images was preserved as long as the image was no longer than 1024x768 pixels.

3.2 StegHash: New Method for Information Hiding in Open Social Networks
Researchers proposed a method of information hiding called StegHash (short for Steganographic
Hashtags). The method involved a chain of images and videos being posted on different social
media with hashtags. Some of the posted images or videos would contain embedded information.
The hashtags would be used to connect the different posts. The order of the hashtags for each
post affects the ordering of the chain of files when attempting to do the extraction. The success
of the method was dependent on the steganography tools that were used when the photos and
videos were posted [24]
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Figure 5: StegHash Method [24]

3.3 Case Study on Steganography in Social Media
In 2019, there was a case study conducted by a researcher at Iowa State University on the
feasibility of sharing steganographic images to certain social media websites [1]. The researcher
also conducted an experiment testing certain tools on multiple social media websites. For their
contributions the tools JP Hide & Seek, and Silent Eye were used on Twitter and Facebook. They
also developed a method for uploading steganographic images, which was used in the
experiment.
The preliminary steps of the method used in the experiment involved uploading an image to a
social media website and downloading the same image. The purpose of the preliminary steps was
to create usable cover images for steganography, producing images that have already been
compressed by a social media website’s image processing algorithm.
The following steps involved creating a stego image with an embedded message using a stego
tool, uploading the stego image to a social media website, and then downloading the posted stego
image to attempt to extract the embedded message. Table 5 summaries the retrospective case
study and the results of their contributions from the experiment. Their contributions from the
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experiment [1] are highlighted in green. The developed method that was used is also shown
below in figure 6.
Table 4: Key Definitions for Table 5 [1]

Key

Definition

N/A

No previous work has been conducted
During the trials the embedded message was
never retrieved from the downloaded stego
image
During the trials the embedded message was
sometimes retrieved from the downloaded
stego image
During the trails using the embedded message
was always retrieved from the downloaded
stego image

X

ü*

ü

Table 5: Summary of Case Study and Experiment [1]

Stego Tool

EOF
F5
Ghost Host
Incognito
Invisible Secrets
JP Hide & Seek
Open Puff
Our Secret
Outguess Rebirth
S-Tools
Silent Eye
Steganography
Steghide

Facebook
X
X
X
X
X
ü*
X
X
X
X
ü*
X
ü*

Social Media
Flickr
Google+
ü
N/A
ü
X
X
ü
N/A
N/A
ü
N/A
ü
N/A
N/A
N/A
N/A
N/A
ü
X
ü
N/A
N/A
ü
N/A
N/A
ü
X

Twitter
N/A
ü
X
N/A
N/A
ü*
N/A
N/A
ü
N/A
ü*
N/A
ü
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YASS

ü*

ü*

ü

ü

Looking at the results of the case study the most popular social media network, Facebook, did
not perform well with most tools. Google+(consumer version no longer active as of April 2019
[3]) and Twitter worked well with most tools that were tested. Flicker, which is a social media
network that is based on sharing photos, did not perform well with most tools. The measured
performance in all cases were based on if the social media websites preserved the integrity of a
stego image or not.

Figure 6: Developed Method used in Experiment

3.4 Contributions
For my contributions, an experiment was conducted using DIIT, Steghide, OutGuess, and
ExifTool on Twitter and Reddit. In the study conducted by Trotter [1], Reddit was never tested
with any tool. DIIT, OutGuess (non-rebirth), and ExifTool were also not tested with any social
media website. Also, since the work conducted by researchers [2] was in 2014, the combination
of Twitter and Steghide needed to be revisited for the possibility of Twitter updating its image
processing algorithm.

4. Problem Statement
As mentioned before, social media websites appear to be an attractive medium for sharing
steganographic images because the volume of user activity, the interconnectivity that it provides,
and rarity of steganographic images being posted. Each social media website is also assumed to
have their own image processing algorithms. Since there isn’t any publicly available information
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or documentation on each algorithm, certain steganographic techniques and social media
combinations have to be verified to test the feasibility of using social media for this method of
secret communication.

5. Description of Pilot Experiment
For the pilot experiment, one cover image was used to create 320 stego images using the tools
DIIT, Steghide, OutGuess, and ExifTool (40 images per stego tool and social media
combination). The social media websites that were used were Twitter and Reddit. The cover
image was posted on each social media website and then downloaded. The downloaded image
from each website was then used to create a stego image that would contain a text file with a
message. The stego image was then uploaded to the same social media website used before and
then downloaded again. After downloading the posted stego image an attempt was made to
extract the message using the same stego tool that created it. This process was repeated 40 times
for each combination of stego tool and social media website. The purpose of the pilot experiment
was to measure the reliability of a modified version of a method developed in a previous study
[1]. This made sure that if the exact method were repeated the exact result would occur each
time. The results of the pilot statement proved the method to be reliable, being that the results
were consistent.

Figure 7:Modified Method for Posting Steganographic Images to Social Media [1]

6. Description of Experiment
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To continue the research that was conducted by [1], more combinations of stego tools and social
media websites were tested using the method described in Section 6.1. The tools DIIT, Steghide,
Outguess, and ExifTool were tested with Twitter and Reddit. The details of each tool are
discussed in Section 6.1. Each combination of stego tool and social media are shown in Table 6.
Twitter and Reddit were used because they both rank in the top 20 most popular social media
websites in the world [4], and they are both used for communication and sharing media. They
also allow users to downloaded posted image without screenshotting. Also, Reddit has not been
tested in the past according the case study conducted [1].
Since the most popular social media website, Facebook, was studied heavily in the past, it was
not chosen for this reason. YouTube and Tik Tok were not chosen since they mostly used to post
videos and not images. Instagram, which is another very popular social media website, was not
choses since it does not give users the ability to download posted images without screenshotting.
The tools DIIT, Steghide, and OutGuess, and ExifTool were chosen because there were free and
were either compatible with Linux, MacOS, or Windows operating systems. The links for
download of each tool used are in Table 6.

Table 6: Stego Tool Links

Stego Tool
DIIT(BattleSteg)
Steghide
OutGuess
ExifTool

Link
http://diit.sourceforge.net/
http://steghide.sourceforge.net/
https://manpages.ubuntu.com/manpages/xenial/man1/outguess.1.html
https://exiftool.org/

6.1 Method
A modified version of the method developed in a pervious study [1] was used because in the
original method only images of one size were tested (all images produced in step 1 of the
original method were by one camera on a phone). The modified method replaces step 1,
downloading images directly from Google, which allows the rest of the method to be tested with
different image sizes.
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The method used in this experiment and pilot experiment was selected because it was recently
developed, and it also had some success during previous testing [1]. As mentioned before, the
method was only tested with four combinations of a stego tool and social media.

In the experiment, one trial consisted of testing one stego tool and social media combination with
different images. In each trial, steps 3,4, and 5 all produced an image. For step 1, images of
random sizes were downloaded from Google images using the search word “random”. Instead of
repeating steps 1,2, and 3 for each trial, the images that were downloaded, uploaded, and
redownloaded to the social media websites in the first trial were reused in the other trials for
consistency. In step 4, all images were embedded with the same text file. In step 5, the same
computer used to create the stego image was used in the attempt to extract the embedded
message. All steps were completed on either on a MacOS or Linux computer and only one
network was used. 40 images with dimensions ranging from 200x200 to 3500x1969 were used in
each trial. In total, 720 images were produced in the process of conducting trails.

6.1.1 Experiment Details
The experiment involved two factors with one having four levels and the other having two levels.
The stego tool was one factor and the social media was the other factor. The success rate of
extracting a message from an image, was dependent on the combination of the two.

Table 7: All Combinations for the Experiment

Social Media

Stego
Tool

Twitter

Reddit

DIIT(BattleSteg)

C1

C2

Steghide

C3

C4

OutGuess

C5

C6

ExifTool

C7

C8

C1: Digital Invisible Ink Toolkit and Twitter
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C2: Digital Invisible Ink Toolkit and Reddit
C3: Steghide and Twitter
C4: Steghide and Reddit
C5: OutGuess and Twitter
C6: OutGuess and Reddit
C7: ExifTool and Twitter
C8: ExifTool and Reddit

6.1.2 Digital Invisible Ink Toolkit (DIIT)
The Digital Invisible Ink Toolkit is a free stego tool that can encode and decode steganographic
images. It provides a graphic user interface for its users it is and it compatible with any OS that
has a Java Runtime Environment with it being a JAR File (Java Archive). Figures 8 and 9 show
the encoding and decoding windows for the tool. When using the encode feature (pictured in
figure 8), the user can select the cover image, the steganography algorithm and the text file
which will be embedded, and the location where the location where the stego file will be saved.
The user can also further protect the stego image from extraction by adding a password. When
the decode feature is used (pictured in figure 9), the user can select the stego image, choose the
algorithm, and the file location where they want to save the extracted data. The user will also
have to enter the password if one was used during the encoding process.
In the trials conducted, version 1.5 of DIIT was used. The Battlesteg algorithm was used with its
default settings. In the trials conducted it was the only tool that had a graphic user interface.
The Battlesteg algorithm uses a filter to find the highest values labeling them as “ships”. The
options for the filter include Laplace, Sobel, and Prewitt. The algorithm then randomly “shoots”
at the image in hopes of finding a “ship”. Once a ship is found, the following “shots” are then
grouped around the found “ship” until it “sinks” or it is completely covered. The process is
repeated until all the data is embedded. When using the tool, the user can specify the range of the
“shots” and the maximum number of “shots” on a found “ship”. For the trials the default settings
were used and stego images were saved as PNGs.
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Figure 8: Encode Window

Figure 9: Decode Window

6.1.2 Steghide
Steghide [6] is another free stego tool that has the ability encoding and decoding steganographic
images. It does not provide a graphical user interface as it can only be used on the command line.
It’s also only compatible with Windows and Linux operating systems. Figure 9 shows an
example of how to create a stego image and extract an embedded message from an image.
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In the embed command, the “-cf” flag is for the cover file, and the “-ef” flag is for the file that is
going to be embedded. After running this command, the users are prompted to enter a password,
which further protects the message from being extracted. For the extract command, the “-sf” flag
is for the stego file. After running this command users are prompted to enter the passphrase in
order to extract the message. If the correct passphrase is entered, the embedded file is saved to
the current directory that the tool is running in. In figure, which shows the example, the extracted
text file, named “secret.txt” is saved to the Desktop directory.
During the embedding process, the embedded file is compressed and then encrypted with
Rijndael with a key size of 128 bits (Advanced Encryption Standard). A checksum is also
embedded using CRC32 (Cyclic Redundancy Check) to verify the integrity of the embedded file
during the extraction process. The embedding algorithm itself, gets a sequence on pixels from the
cover file based on a pseudo random number created from the passphrase. The sequence of
numbers corresponds with the position of where the secret data will be embedded. There are
some cases where the pixel at a particular position does not need to be changed. When this
occurs, the exact positions are noted. Then graph theory is used to find pairs such that
exchanging’s their values do not have an effect on the part of the secret data. The corresponding
pixels of the remaining positions that could not find pairs are modified. Most of the embedding is
done by exchanging pairs. [7]
For the trials in the experiment, Steghide version 0.1.5 was used to create the stego images. The
exact commands pictured in figure 10 were used create stego images and extract the embedded
text file, meaning that secret text was compressed and encrypted with AES. A checksum was
used as well. No passwords were used to protect the stego image. The JPEG image format was
used for the cover file and stego image [7].

Figure 10: Steghide Example
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6.1.3 OutGuess
Outguess is a another free steganographic tool used for encoding and decoding stego images.
Figure 11 shows an example of how to use the tool which compatible with Windows and Linux
operating systems. It also can be only used with the command line. The embedding example is
shown in figure 11. In the embed command the “-d” flag is for the datafile that is being
embedded, which in this case is the “secret.txt” file. The datafile in the command is followed by
the cover image and the output image that the data is embedded in. Users also have the option to
add a password. The extraction example is also shown in figure 11. In the extract command the
“-r” flag is to signal to retrieve a message from a stego file. The first file listed after the flag is
the stego file and the second file listed in the command the name of the destination file that will
be overwritten with the extracted data. One unique feature of the OutGuess tool is that it has the
ability to hiding multiple messages in a cover image. In the embedding process the tool uses an
iterator to find the best bits to hide data [24].
For the trials in the experiment, exact commands pictured in figure 11 were used to create stego
images and to extract data from them. No password was used to further protect the data.

Figure 11: OutGuess Example

6.1.4 ExifTool
ExifTool [27] is a free tool that can be used to read, write and edit metadata or EXIF data to
many different file types. It is compatible with Windows, MacOS, and Linux operating systems.
Figure 12 shows an example of how to use the tool to edit an image’s metadata. In the example a
tag named “comment” is added to the cover image. The same figure also shows how to extract an
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image’s metadata. The “-v” flag stands for verbose, meaning that more metadata is shown than
in the default configuration.
For the trials in the experiment, a tag was added to the images using this method described above
and pictured in figure 12.

Figure 12: ExifTool Example

7 Results and Interpretation
7.1 Image Dataset
Most of the images that were downloaded in step 1 were below 500KB in file size. All the
images were also downloaded as JPEGs. The dimensions of the images ranged from 200x200 to
3500x1969. These images also varied in quality.
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Image Dataset: File Size
3,500K

File Size in Bytes

3,000K
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1,000K
500K
0K
0 1 2 3 4 5 6 7 8 9 10111213141516171819202122232425262728293031323334353637383940

Image
Figure 13: Image Dataset produced from Step 1 of the Method

7.2 Trial Results
For the results of the trials conducted, the successes were recorded when the embedded message
was retrieved. Failures were recorded when the embedded message was not retrieved. The
success rate was calculated by the total amount of successes divided by the total amount of
images posted. Table 8 summarizes the results of the entire experiment and it also used the same
key described in table 4.
Table 8: Results from the Experiments Using Every Combination

Social Media

Stego Tool

Twitter

Reddit

DIIT(BattleSteg)

ü*

ü

Steghide

ü

ü

OutGuess

X

ü

ExifTool

X

ü
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7.2.1 Twitter
Twitter, which has been used in the past, has shown to be a decent medium to share
steganographic images. In the previous study [1] it has shown being an effective medium when
using F5, JP Hide & Seek, OutGuess Rebirth, Steghide, and YASS as tools. In the experiment,
the DIIT and Twitter combination had success since the embedded message being extracted
more than half of the time, but it still not considered to be reliable. When retesting the Steghide
tool, it still proved to reliable, as it did the past [2]. When testing the OutGuess and ExifTool on
twitter, they weren’t any recorded successes in extracting the embedded message.
Table 9: Results for All Twitter Images

Combination
C1: Digital Invisible Ink
Toolkit and Twitter
C3: Steghide and Twitter
C5: OutGuess and Twitter
C7: ExifTool and Twitter

Successes

Failures

Success Rate

25

15

25/40 = 62.50%

40

0

40/40 =100.00%

0

40

0/40 = 0.00%

0

40

0/40 = 0.00%

When considering the recommended image size threshold (1024x768) for preserving an image’s
integrity on twitter [2], only one combination, being C1, improved in performance. When the
images were above the recommended threshold, there weren’t any recorded successes in using
C1. The improvement in success rates for one of the combinations show that the threshold
appears to be a good estimate for the tools that have shown any success of being usable.
Table 10: Twitter Results Below Threshold

Combination

Successes

Failures

Success Rate

C1: Digital Invisible Ink
Toolkit and Twitter

25

5

25/30 = 83.33%

30

0

30/30 = 100.00%

C3: Steghide and Twitter
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C5: OutGuess and Twitter
C7: ExifTool and Twitter

0

30

0/30 = 0.00 %

0

30

0/30 = 0.00%

Successes

Failures

Success Rate

0

10

0/30 = 0.00%

10

0

10/10 = 100.00%

0

10

0/30 = 0.00 %

0

10

0/30 = 0.00%

Table 11: Twitter Results Above Threshold

Combination
C1: Digital Invisible Ink
Toolkit and Twitter
C3: Steghide and Twitter
C5: OutGuess and Twitter
C7: ExifTool and Twitter

7.2.2 Reddit
After testing all of the combinations, Reddit seemed to be a great website for posting
steganographic images. Regardless of the tool or steganography technique that was used or the
size of the image or format of the image, the embedded message was always retained.
Table 12: Reddit Results for All Images

Combination
C2: Digital Invisible Ink
Toolkit and Reddit
C4: Steghide and Reddit
C6: OutGuess and Reddit
C8: ExifTool and Reddit

Successes

Failures

Success Rate

40

0

40/40 = 100.00%

40

0

40/40 = 100.00%

40

0

40/40 = 100.00%

40

0

40/40 = 100.00%
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7.2.3 Key Takeaways and Updated Table
Tools that used spatial domain technique had good success rates with Twitter and Reddit (DIIT
and Steghide). When considering the threshold of 1024x768, Twitter’s performance increased.
Reddit had a perfect success rate regardless of the image steganography technique that used.
Table 5 combines the work completed in a previous case study, with the results of the
experiment on Twitter and Reddit highlighted in blue. Reddit seems to look like a promising
medium for sharing stego images, as Google+ has looked in the past (no longer active).

Table 13: Updated Table with New Results

Stego
Tool

DIIT(Battlesteg)
EOF
ExifTool
F5
Ghost Host
Incognito
Invisible Secrets
JP Hide & Seek
Open Puff
Our Secret
OutGuess
Outguess Rebirth
S-Tools
Silent Eye
Steganography
Steghide
YASS

Facebook
N/A
X
N/A
X
X
X
X
ü*
X
X
N/A
X
X
ü*
X
ü*
ü*

Flickr
N/A
N/A
N/A
X
X
N/A
N/A
N/A
N/A
N/A
N/A
X
N/A
N/A
N/A
X
ü*

Social Media
Google+
Reddit
ü
N/A
ü
N/A
ü
N/A
ü
N/A
ü
N/A
N/A
N/A
ü
N/A
ü
N/A
N/A
N/A
N/A
N/A
ü
N/A
ü
N/A
ü
N/A
ü
N/A
N/A
N/A
ü
ü
ü
N/A

Twitter
ü*
N/A
X
ü
X
N/A
N/A
ü*
N/A
N/A
X
ü
N/A
ü*
N/A
ü
ü

7.3 Compression Ratios
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Compression ratios were calculated by dividing the uploaded image’s size by the corresponding
downloaded image’s size. A ratio less than 1 implies that the image’s file size was decreased.

7.3.1 Twitter
When comparing the sizes of non stego images that were uploaded and downloaded from
Twitter, it reveals that Twitter image compressing algorithm usually reduces an image size.
There were a couple outliers where the image increased in file size. This could be due to Twitter
adding metadata fields to images after they were uploaded [2].

Ratio of Twitter Image File Sizes: Uploaded verses Downloaded
1.4
1.2

Ratio

1
0.8
0.6
0.4
0.2
0
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40

Image Pair
Figure 14: Compression Ratios of Twitter Images

7.3.2 Reddit
When comparing the sizes of non stego images that were uploaded and downloaded from Reddit,
it revealed that the Reddit image processing algorithm usually does not reduce an image’s file
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size (shown in figure 15). Most of the images uploaded maintained the same size when
downloaded.

Ratio of Reddit Image File Sizes: Uploaded Verses Downloaded
1.2
1

Ratio

0.8
0.6
0.4
0.2
0
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40

Image Pair
Figure 15: Compression Ratios of Reddit Images

7.3.3 Key Takeaways
Twitter usually reduced an uploaded image’s file size. Reddit on the other hand, usually
preserved an uploaded image’s file size.

7.4 MSE of Uploaded and Downloaded Images
Mean Square Error (MSE) compares two images x1 and x2 pixel by pixel, to measure the
difference between the two. The MSE function accomplishes this by doing a sum of the squared
differences between pixel values of two images. The lower the MSE score, the less amount of
difference between the two images (less amount of added noise or different pixel values). If the
MSE score is zero, then the images are the same pixel wise.
For each website, MSE was calculated between uploaded and downloaded images for non stego
and stego images created by each tool. The equation pictured in figure 16 was used to calculate
the MSE scores. The reason for calculating the MSE for each image pair (one pair consists of an
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uploaded image and corresponding downloaded image) was to see if there was a pattern in the
scores that could relate to the performance of Twitter and Reddit in the experiments.

Figure 16: MSE Equation

7.4.1 Twitter and Reddit
MSE of Twitter Images: Uploaded Versus Downlaoded
MSE

600
400
200
0
0 1 2 3 4 5 6 7 8 9 10111213141516171819202122232425262728293031323334353637383940

Image Pair

MSE of Reddit Images: Uploaded Versus Downloaded
MSE

60
40
20
0
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40

Image Pair
Figure 17: MSE of Twitter and Reddit Images
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MSE of Twitter DIIT Images: Uploaded Versus Downloaded
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Figure 18: MSE of Twitter and Reddit DIIT Images
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Figure 19: MSE of Twitter and Reddit Steghide Images
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MSE of Twitter OutGuess Images: Downloaded Versus Uploaded
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Figure 20: MSE of Twitter and Reddit OutGuess Images
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Figure 21: MSE of Twitter and Reddit ExifTool Images
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7.4.3 Key Takeaways
When calculating the Mean Squared Error (MSE) of non stego and stego images (uploaded
versus downloaded) there wasn’t a clear pattern that related to the performance of a particular
combination of stego tool and social media website. For example, Steghide had zero MSE for all
image pairs (one image pair is uploaded and downloaded image) and it was shown to have great
success in its performance in the experiment. OutGuess and ExifTool had a similar MSE charts
and both tools had poor success rates with Twitter. DIIT had the most sporadic MSE chart and it
performed better than Outguess and Exiftool on Twitter.

7.5 Quantization Tables
Former research has shown that some stego tools produce the same quantization tables for every
stego image that it creates [1][21]. This could help identify which tool or algorithm is being used
when trying to extract embedded information from a stego image. They also can be used to
identify which program or type of camera produced the exact image [21].
For the experiment, a digital forensics tool (https://29a.ch/photo-forensics/#jpeg-data
) was used to get the quality factor of all uploaded and downloaded non-stego and stego images.
The values for uploaded and downloaded images were compared to see if the social media
websites or tools produced images with a particular quality factor.

7.5.1 Original Images Downloaded in Step 1
The quality factors for the images that were downloaded in step 1 are listed in table 14.

Table 14: Quality Factor Frequency of Original Images

Quality

Frequency

Factor
80

10

90

5

92

4

75

4

31

85

3

93

2

45

1

67

1

68

1

45

1

71

1

75

1

82

1

84

1

86

1

86

1

88

1

100

1

7.5.2 Twitter
When comparing the quantization tables of the original images to the non stego images
downloaded from Twitter (produced in steps 1 through 3 of the method used), 37 out of 40 are
the same value. The quality factor frequency for non stego images downloaded from twitter are
in Table 15.
Table 15: Quality Factor for Twitter Images

Quality

Frequency

Factor
80

10

32

90

5

92

4

75

3

85

3

93

2

99

2

45

1

67

1

82

1

84

1

85

1

86

1

88

1

100

1

7.5.3 Reddit
The same analysis that was conducted on non stego images from Twitter was conducted on
Reddit non stego images. For Reddit, there is similar performance with 35 out of 40 being the
same. The frequency of the table quality for non stego images downloaded from Reddit are
shown in Table 16.
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Table 16: Quality Factor Frequency for Reddit Images

Quality

Frequency

Factor
80

9

75

8

90

4

92

4

85

3

45

1

67

1

68

1

71

1

82

1

84

1

85

1

86

1

88

1

99

1

100

1
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7.5.4 Steganography Tools
All the images produced by the OutGuess tool had a JPEG quality factor of 75 and the
corresponding quantization tables pictured in figure 22. The same tables were produced
regardless if the cover image was downloaded from Twitter or Reddit (80 images total).

Figure 22: Table 0 and 1 for OutGuess Images [21]

All stego images produced by ExifTool and Steghide had the same quantization tables of the
corresponding cover images used (80 pairs of images). This provides an advantage since it
makes it harder to detect. When comparing the uploaded stego images to the corresponding
downloaded stego images, the quantization tables are also all the same. Since DIIT produces
stego images with a PNG format, quantization tables aren’t applicable.

7.5.5 Key Takeaways
This method of detection (using Quantization Tables) does not necessarily guarantee that image
steganography is being used. It is still possible for a non stego image to have the same
quantization matrices as a stego image. That being said, this method only useful for identifying a
set of tools that were possibly used to create a stego image. It not a reliable solution to detecting
image steganography itself. It’s also only limited to detecting stego images that are JPEGs which
is another disadvantage for the technique.
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8.Threats to Validity
8.1 Construct
The length of the embedded message used in the experiment could have affected the results. To
mitigate this issue a short message was used for all images.

8.2 Internal
The data quality could have been affected by user errors that could have occurred during the trial
(uploading the incorrect image and downloading the incorrect image are examples). This could
not be totally avoided, but breaks were taken in between the testing of each combination to avoid
mistakes caused by mental fatigue.

8.3 Conclusion
While making a conclusion, the results of related works could have affected the thought process.
It could have caused an expectation of certain results while analyzing the data. Since the trials
conducted for each combination were not repeated, there is a possibility of a phenomenon having
different outcomes when measured more than once. This was mitigated by the pilot experiment
which tested the method used for consistency.

8.4 External
Images used for the experiment could have not been representative of images that are regularly
posted online. Since the images that were used were downloaded from google images, they could
be considered a good representation.

9. Conclusion
In this experiment, a modified version of a method developed for posting image steganography
to social media was further tested with more combinations of stego tools and social media
websites. The results show that Twitter and Reddit showed some promise in serving as a medium
for sharing these particular types of images. Reddit outperformed Twitter as it was always able to
retain an image’s integrity regardless of the size of an image or the stego tool that was used.
When considering the results case study and experiment conducted in 2019 [1], and the results of
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this experiment, Steghide seems to be the best stego tool to use since it has the most recorded
success.
The results of experiment have shown that some of the steganography techniques, like OutGuess,
are able to be detected by the consistency in the quantization tables of the images that they
produce. The other tools that were tested did not have this behavior, which makes it more
difficult in using this method of detection.
When analyzing the developed method for posting stego images to social media, one of the
advantages for the method is that it mitigates some of the effects of image processing on social
media websites. One of the disadvantages is that parties attempting to use this method would
have to post an image twice, which could lead to their act of secret communication being
detected. This can be mitigated by the user by downloading images that have already been posted
and using them as cover images.

10. Future Work
For future, more combinations of stego tools and social media websites can be tested. Reddit
should especially be tested with more tools with it showing a lot of success in the experiment
conducted. Other factors should also be considered for future tests such as the size of the image,
the length of the message (embedding capacity), and the type of embedded data (text, video,
photo). Stegware (Images embedded with Malware) and social media is another area that needs
more research.
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